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The lessons learned from contingency operations, such as the OPCW Fact-Finding
Mission in the Syrian Arab Republic, have highlighted the need for continued broad
engagement and evaluation of technologies and methods (both current and
emerging) relevant to the verification regime.

In response, the OPCW/VERIFIN convened a Workshop on "Chemical Forensics:
Capabilities across the Field and the Potential Applications in CWC Implementation’

in Helsinki 2016.

I

In its report from the workshop, the SAB recommended (SAB-24/WP.1) that
additional workshops or a temporary working group (TWG) could be considered to
strengthen the understanding of technologies, procedures and capabilities that
forensics can bring to investigations.

The SAB also highlighted the importance of engagement with forensic experts,
forensic practitioners and OPCW inspectors and laboratories, to explore methods
and capabilities relevant to the verification of the Chemical Weapons Convention.
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EC-84/DG.9 Response to the Report of the Twenty-Fourth Session of the Scientific Advisory Board
(Recommendations to the Director-General (paragraph 1.2 of SAB-24/1))

8. The Director-General thanks the SAB for its recommendations from the 2016 workshop on
chemical forensics endorsed by the Board at its Twenty-Fourth Session (paragraphs 8.12 to 8.17
of SAB-24/1, and paragraph 18 below). He notes the relevance of this advice to the verification
regime, especially for sampling and analysis, and collection and validation of information in
support of contingency operations such as deployments of the OPCW Fact-Finding Mission in
Syria. The recommendations supporting adoption of fit-for purpose tools and methods would
also be relevant to initiatives such as the Rapid Response and Assistance Mission.

9. In accordance with paragraph 9 of the SAB’s terms of reference (C-1I/DEC.10/Rev.1, dated 2
December 2004), the Director-General requests that the SAB establish a new temporary
working group (TWG) and appoint a Chairperson for it. This TWG will address questions
relating to science and technology relevant in investigative work, and will undertake
further consideration of topics described in paragraph 8 above, other recommendations
from the chemical forensics workshop, and in particular questions falling under
subparagraphs 2(e) and (g) of the SAB’s terms of reference relevant to investigative
methods in contingency operations. The Director-General will in the near future prepare a

mandate for theTWG, which should hold its first meeting before the end of the first quarter of
2018.
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Terms Of Reference for the TWG

1. The ongoing contingency operations of the Technical Secretariat have increasingly involved investigations, analysis, and fact-
finding, with collection and evaluation of oral, material, and digital evidence of the use of chemical agents Such activities are not
part of routine inspection and verification activities under the Chemical Weapons Convention. The Dir neral h

hat it would be useful to have an in-depth review of the methods and technologies used in investiga i e work, and that these
would be relevant to and augment the capacity of the Technical Secretariat. Further to his response to the report of the Twenty-
Fourth Session of the SAB (SAB-24/1, dated 28 October 2016) and in accordance with paragraph 9 of the terms of reference of the
SAB (Annex to C-II/DEC.10/Rev.1, dated 2 December 2004), the Director-General has therefore established a Temporary Working
Group (TWGQG) on Investigative Science and Technology and has appointed Dr Veronica Borrett as the Chairperson of the Group.

2. The objective of the TWG is to review the science and technology relevant to investigations such as those mandated under

multiple and d iverse inputs to reconstruct a past event, as well as further considerations of topics in the recommendations from
the SAB’s 2016 chemical forensics workshop (SAB 24/WP.1, dated 14 July 2016), and topics falling under subparagraphs 2(e)108

and 2(g)109 of the SAB’s terms of reference. T rk of h1 is inten identif iliti kill
jat’ llities. The findings will be considered by the

SAB and recommendatlons will be prov1ded to the Dlrector—General

3. The TWG will consist of individuals who collectively have QXle‘IlSQ in the theory and practice of investigative work,

including but not limited to investigational chemical analysis, evidence collection, forensic sciences, informatics, crime scene
reconstruction, toxicology, inspection, or experience flml mentation of the Chemical Weapons Convention Quahﬁed
members of the SAB may join the TWG. Members of relevant scientific and international organisations may also be invited to join
the TWG. Guest speakers may be invited from time to time. The TWG may also, when necessary, draw upon the expertise of the
Technical Secretariat, in particular the OPCW Laboratory, Inspectorate, and the Assistance and Protection Branch.

108 “... assess the scientific and technological merit of a present, or proposed, methodology for use by the Technical Secretariat in verification under the
Convention”.
109 “assess and report on emerging technologies and new equipment which could be used on verification activities”.
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Veronica Borrett (Australia); TWG Chair *
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Farhat Waqar (Pakistan) *
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Paula Vanninen (VERIFN, Finland)
* SAB Members



TWG ON INVESTIGATIVE SCIENCE AND TECHNOLOGY

,;IL‘ OPCW Executive Council

AL
it

FightveTFouwrth Sesswon ORG99
7 - 10 March 2017 18 Janvary 2017
Ornginal: ENGLISH

NOTE BY THE DIRECTOR-GENERAL

RESPONSE TO THE REPORT OF THE TWENTY-FOURTH SESSION OF THE
SCIENTIFIC ADVISORY BOARD

In accordance with paragraph @ of the SAB's terms of reference (C-IVDEC 10/Rev. 1,
dated 2 December 2004), the Director-General requests that the SAB establish a new
emporary working group ( TWG) and appomnt a Charrperson for st This TWG wall
address questions relating to science and rechnology relevant in investigative work,
and will undertake further consideration of topics descnbed in paragraph 8 above,
other recommendations from the chemical forensics workshop, and in particular
questions falling under subparagraphs 2(e) and (g) of the SAB’s terms of reference
relevant to investigative methods i contingency operations. The Director-General
will in the near future prepare a mandate for the TWG, which should hold its first
meeting before the end of the first quarter of 2018
' U

OPCW/VERIFIN Workshop “Chemical Forensics:
Capabilities across the Field and the Potential
Applications in CWC Implementation™ Helsinki 2016

SAB Session Reports, SAB-22
TWG on Verification Final Report

OPCW/IUPAC/ABC/AAS “International Workshop on
Innovative Technologies for Chemical Security” Brazil
2017

| Cheng Tang
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s Working Together For a World Free of Chemical Weapons

Temporary Working Group on Investigative Science and Technology

Reporting to the Scientific Advisory Board (SAB), the Temporary Working Group (TWG) will in particular consider the following questions:

Question 1:

Which methods and capabilities used in the forensic
sciences could usefully be developed and!oradopted for
Chemical Weapons Convention-based Investigations?

Quustion 4;

What are the best practices for the collection, handling,
curation and storage, and annotation of evidence?

Question 10:

Do collections of physical objects, samples, and ather
information far chemical weapons-relatad analysis exist
and can they be made available to investigators for
retrospective review? How might these collections be
used 10 support investigations?

Question 2:

What are the best practices and analysis tools used in the
forensic sciences for  effectively  cross-referencing,
validating, and linking together information related to

investigation sites, materials collected/analysed, and i

individuals interviewed?

Question 8:
Which technologies and methodologies |whether

establishad or naw] can be used in ensuring chain of

custody and varifying authenticity (especially inragard to
digital imagaes and vidao racardings)?

Question 11;

Are there stakeholders that the Technical Secretariat
could usefully engage with to leverage their capabilities
on investigalive matters?

Question 6:

Which technologies and methodologies (whether
established or new| can be used in the provenancing of
chemical and/or material samples collected in an
investigation?

Question 9;

Which technologies and methodologies {whather
establichad or new| can be used to ansure tha integrity of
an investigation site?

In addition, the TWG will provide advice on Technical
Secretariat proposals for methodologies, procedures,
technologles, and equipment for Investigative
purposes.

@opcw .
@opcw st fopcwonline

n jopcwonline m /company/opcw ” /photos/opcw @ lopcw



] 1) ORGANISATION FOR THE PROHIBITION OF CHEMICAL WEAPONS
& Working Together For a World Free of Chemical Weapons

Forensic Methods and Capabilities

Question 1:

Which methods and capabilities used in the forensic
sciences could usefully be developed and/or adopted for
Chemical Weapons Convention-based investigations?

Question 11:

Are there stakeholders that the Technical Secretariat
could usefully engage with to leverage their capabilities
on investigative matters?
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Gw Working Together For a World Free of Chemical Weapons

Data Collection and Management

Subgroup B

Question 2:

What are the best practices and analysis tools used in the

forensic sciences for effectively cross-referencing,
validating, and linking together information related to .
investigation sites, materials collected/analysed, and i _
individuals interviewed? b
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@ Working Together For a World Free of Chemical Weapons

Sampling, Detection and Analysis
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Integrity of Scene and Evidence Collection

’»

Question 4:

What are the best practices for the collection, handling,
curation and storage, and annotation of evidence?

Subgroup D
Which technologies and methodologies (whether
established or new) cen be used in ensuring chain of

custody and verifying authenticity (especially inregard to
digital images and video recordings)?

r

Question 9:

Which technologies and methodologies (whether
established or new) can be used to ensure the integrity of
an investigation site?
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& Working Together For a World Free of Chemical Weapons

Provenance

Question 6:

Which technologies and methodologies (whether
established or new) can be used in the provenancing of
chemical and/or material samples collected in an

investigation?

rQuestion 10:

Do collections of physical objects, samples, and other
information for chemical weapons-related analysis exist
and can they be made available to investigators for
retrospective review? How might these collections be
used to support investigations?
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4 Working Together For a World Free of Chemical Weapons

Temporary Working Group on Investigative Science and Technology
Reporting to the ScientiﬁcAdviscSUbgroup F - Other ConSiderations:onsiderthefollowingquestions:

Question 1:

Which methods and capabilities used in the forensic
sciences could usefully be developed and/oradopled for
Chemical Weapons Convention-based Investigations?

Quustion 4;

What are the best practices for the collection, handling,
curation and storage, and annotation of evidence?

Question 10:

Do collections of physical objects, samples, and ather
information far chemical weapons-relatad analysis exist
and can they be made available to investigators for
retrospective review? How might these collections be
used 10 support investigations?

Question 2:

What are the best practices and analysis tools used in the
forensic sciences for  effectively  cross-referencing,
validating, and linking together information related to

investigation sites, materials collected/analysed, and i

individuals interviewed?

Question 8:
Which technologies and methodologies |whether
established or naw] can be used in ensuring chain of

custody and varifying authenticity (especially inragard to
digital imagaes and vidao racardings)?

Question 11;

Are there stakeholders that the Technical Secretariat
could usefully engage with to leverage their capabilities
on investigalive matters?

Question 6:

Yich technologies and methodologies (whether
e Slished or new| can be used in the provenancing of
che  al and!or material sarmples collected in an
inves. “tion?

Question 9:

Which technologih. and methodologies {whather
establichad or new| ca.  +used to ansure tha integrity of
an investigation site?

£
9

In addition, the TWG will provide advice on Technical
Secretariat proposals for methodologies, procedures,
technologles, and equipment for Investigative

purposes.

@opcw
@opcw st
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Operational context - challenges and requirements
Laboratory capabillities

Sample collection, dangerous goods shipment, analysis
Chain of Custody

Current best-practice and SOPs

What new capabilities and connections are required?
Connections with forensic community

Forward thinking and emerging technologies from
broader scientific community

Approaches to combine multiple information streams
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The ability to access and apply new technology solutions for evaluating and documenting
a scene or equipment, and detection and sampling.

help highlight sampling hotspots (the best place to take a sample)

can reduce the number of samples and increase their utility, reduce logistic burden
and workload for OPCW lab and DL

Increase effectiveness of time spent at the scene
support risk assessment for inspectors

support planning to reduce the time required at a scene - e.g. to reduce hazards that
may be associated with working in personal protective equipment

Robust forensic methods to ensure the integrity of information and sampled materials
Best practice for chain of custody, scene documentation, detection and analysis

Site assessment, documentation, sampling and analysis, and Chain of Custody may
benefit from the application of technology solutions, such as:

UGV/UAVs,

imaging (particularly satellite imaging),

3D and 2D scanning, and

inclusion of RFIDs (i.e. electronic tags) for monitoring, tracking and Chain of Custodly.
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Builds on SAB work

Advice an chemical weapons sample stability and storage provided by the
Scientific Advisory Board of the Organisation for the Prohibition of

Chemical Weuapons (o increase investigalive capabilities worldwide
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Review of, and advice given
on, chemical weapons sample
storage and stability, to assist
chemical weapons-related
forensic studies worldwide
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TIMELINE
> First meeting was held 12 to 14 February 2018

> Second meeting was held 14 to 16 November 2018
> Third meeting proposed for April 2019

REPORTING
> Report to the SAB

> Potential for Interim Report
> Potential for DG request to SAB for Advice

First
Meeting

Second
Meeting

Further

Meetings
2019

February November

February
2020

2-year timeframe





